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W
hy IP to the door? There are considerable differ-
ences between today’s legacy access control and 
the emerging technology of IP directly to the 
door.  What follows are seven commonly heard 
myths when Security asked two industry experts 

what they feel is really happening in the market with respect to IP 
access control to the door.  

Myth 1. There is no difference between  
IP access control and traditional access control.
	 De-myth: There is a huge difference between IP and traditional or 
RS485 (multi-drop) in the access control world.  Access control, as 
we have known it to date, can be compared to the video world using 
digital video recorders.  Even though DVRs, as well as access control 
panels, can sit on a network, all cable to the actual edge device is 
traditional copper cable, proprietary to that system.  Edge IP does 
for access control what IP cameras did for video.  Software can now 
talk directly to the edge device with nothing but network in between.  
The control panel concept goes away for access control just as the 

DVR goes away for IP video.  As a result, both video and access con-
trol can now be truly scalable in increments of one access point, with 
predictability of cost.  This also results in a significant reduction in 
infrastructure cost as well.
	 IP-based distributed processing allows for modular and economi-
cal system expansion.  An IP-based system supports integration as a 
means of migration from legacy systems and provides a cost-effective 
bridge to the future.  The IP-to-the door system manufacturer 
ensures a consistent product version and consistent upgrade path.  
	 Training and product support also take on a more holistic approach 
without requiring the end user to act as a middleman between various 

vendors.  What’s more, an IP-based system ensures the latest standards-
based software, networking, and hardware technology.
	 An IP-based system means one user interface. A single user interface 
simplifies installation and is easier to learn and use. With one common 
interface, there is no more duplication of system administration and 
other tasks.  For example, a user learns to set up a card reader using the 
same skills required to set up a camera.  In addition, a single user login 
provides simple and secure access to all security functions.  The system’s 
use of existing IP infrastructure eliminates significant wiring and instal-
lation costs.  IP network nodes, including cameras and card/biometric 
readers, can all be managed by a corporate network management tool.  
	 Another difference between IP access control and traditional access 
control is the issue of power over Ethernet or PoE, which can be 
argued as a positive or a negative.  On the positive side, most network 
closets already have emergency power to the network devices and they 
will continue to operate even when power to the building is lost, while 
traditional power requires battery back-up.  PoE provides the same 
advantage to the IP access approach.  The bigger issue is power to the 
locking device that may be required to unlock at loss of power to the 
building in order to meet fire code.  It is more likely that installers will 
use PoE for the reader, but traditional power to the locking device.

Myth 2. IP access control is untested and unproven 
when compared to a traditional, hard-wired solution.
	 De-myth Depending on the configuration of the hardware a chief 
security officer selects, IP access control is as reliable, or even more 
reliable than the traditional topology of multi-reader controllers. 
With multi-door controllers, a single point of failure could cause mul-
tiple doors to become inoperable. With IP access control, each door is 
independent of other doors, so a single point of failure will only cause 
one door to be inoperable. Today’s networks allow for layers of redun-
dancy, so even if a network component fails, there are backup com-
munications paths that can reroute the event transmissions around 
the problem component.

Myth 3: IP access control is more susceptible to fail-
ure or “What happens when my network goes down?”
	 De-myth: In today’s corporate environment, the network gets 
more attention and care than it used to simply because the network 
is carrying the information that keeps the company in business. As 
long as IP access still has power, the only impact of network com-
munications failure is that the events will not be transmitted to the 
host application when the event occurs. The door still works and 
employees can still enter, with all the events being buffered. Once the 
network communication path is re-established, all events that took 
place during failure will be transmitted to the host. Communications 
loss is a universal problem that affects Ethernet and serially con-
nected devices in the same way.
	 Keep in mind that the network rarely goes down, because it is the 
backbone of the entire business.  One of the beauties of networked-
based information is the fact that information can be rerouted in less 
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IP access can integrate with video to provide more functions and effectiveness than 
traditional methods.








