ACCESS CONTROL

7 Myths ahout IP Access
ontrol to the Door

hy IP to the door? There are considerable differ-
ences between today’s legacy access control and
the emerging technology of IP directly to the
door. What follows are seven commonly heard
myths when Security asked two industry experts
what they feel is really happening in the market with respect to IP

access control to the door.

MYTH 1. There is no difference between
IP access control and traditional access control.
De-myth: There is a huge difference between IP and traditional or
RS485 (multi-drop) in the access control world. Access control, as
we have known it to date, can be compared to the video world using
digital video recorders. Even though DVRs, as well as access control
panels, can sit on a network, all cable to the actual edge device is
traditional copper cable, proprietary to that system. Edge IP does
for access control what IP cameras did for video. Software can now
talk directly to the edge device with nothing but network in between.
The control panel concept goes away for access control just as the
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IP access can integrate with video to provide more functions and effectiveness than
traditional methods.

DVR goes away for IP video. As a result, both video and access con-
trol can now be truly scalable in increments of one access point, with
predictability of cost. This also results in a significant reduction in
infrastructure cost as well.

IP-based distributed processing allows for modular and economi-
cal system expansion. An IP-based system supports integration as a
means of migration from legacy systems and provides a cost-effective
bridge to the future. The IP-to-the door system manufacturer
ensures a consistent product version and consistent upgrade path.

Training and product support also take on a more holistic approach
without requiring the end user to act as a middleman between various
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vendors. What's more, an IP-based system ensures the latest standards-
based software, networking, and hardware technology.

An IP-based system means one user interface. A single user interface
simplifies installation and is easier to learn and use. With one common
interface, there is no more duplication of system administration and
other tasks. For example, a user learns to set up a card reader using the
same skills required to set up a camera. In addition, a single user login
provides simple and secure access to all security functions. The system’s
use of existing IP infrastructure eliminates significant wiring and instal-
lation costs. IP network nodes, including cameras and card/biometric
readers, can all be managed by a corporate network management tool.

Another difference between IP access control and traditional access
control is the issue of power over Ethernet or PoE, which can be
argued as a positive or a negative. On the positive side, most network
closets already have emergency power to the network devices and they
will continue to operate even when power to the building is lost, while
traditional power requires battery back-up. PoE provides the same
advantage to the IP access approach. The bigger issue is power to the
locking device that may be required to unlock at loss of power to the
building in order to meet fire code. It is more likely that installers will
use PoE for the reader, but traditional power to the locking device.

MYTH 2. IP access control is untested and unproven
when compared to a traditional, hard-wired solution.

De-myth Depending on the configuration of the hardware a chief
security officer selects, IP access control is as reliable, or even more
reliable than the traditional topology of multi-reader controllers.
With multi-door controllers, a single point of failure could cause mul-
tiple doors to become inoperable. With IP access control, each door is
independent of other doors, so a single point of failure will only cause
one door to be inoperable. Today’s networks allow for layers of redun-
dancy, so even if a network component fails, there are backup com-
munications paths that can reroute the event transmissions around
the problem component.

MYTH 3: IP access control is more susceptible to fail-
ure or “What happens when my network goes down?”

De-myth: In today’s corporate environment, the network gets
more attention and care than it used to simply because the network
is carrying the information that keeps the company in business. As
long as IP access still has power, the only impact of network com-
munications failure is that the events will not be transmitted to the
host application when the event occurs. The door still works and
employees can still enter, with all the events being buffered. Once the
network communication path is re-established, all events that took
place during failure will be transmitted to the host. Communications
loss is a universal problem that affects Ethernet and serially con-
nected devices in the same way.

Keep in mind that the network rarely goes down, because it is the
backbone of the entire business. One of the beauties of networked-
based information is the fact that information can be rerouted in less
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MYTH 5: IP access control
costs more and upgrading to IP
access control requires a
“fork lift" upgrade.
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MYTH 6: Customers sacrifice
functionality when they move to an
IP-based access control system.
Da-mypth: On the conary, 11 acces
conerel hes maore benddins and lunodanaliny
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tlan tradicicnal arces comrol. Barh syseems use @ server as a hos
comgueer and all af your fsarures and fumcrienalioy will generally be
tlse same. Hivwever, while moss taditional access conmal iboes non
allcw for hi-direcrional commanicazions w the door, TCPIP dos
suich conmumunications. Functioaling [tke writing o sman cards and
driving LT displays i nor pessibile with Wiepand wiring,
Predicrable cost per dear is anocher benefic of [P access conmol.
With aditonal aocess conwal using mult-door conwrablers; the
first dor is alwaps more expensive than the second because the

coneroller is part of the cost of the fme doos. Wids 11 sccess cone
tral, each doar pers the same COPOnEIE & thie coar s fixed for
cach door Budgeting is a simple mater of math rather than an
currise in derermining where there is a spare pom in s mulisdoos
conuroller

MYTH 7: Integrated systems are fine; unified systems
(a#ccess control and video surveillance)
are over-rated, unproven.

De-mpth: Inepration means coly chat owe producs work
rogether. “Unification,” an the ather hand. means a single, muli-
funciional applicarion with unilied security, sdminiaration, log-ins,
aned unified responses to evenes along with fully coordinarad Galaver
capabilities

In chis increasingly inegrated. converped securiny wadd, ehe nes
evaluticnary step is inevitably preae unilicasion of syseens and
capabilivies — seambess aperatian hack and fonh heween, lor exan-
ple access comrol and viden, 1t borh svstems are unilied imo ane
applicarion the overall benefics wo che enduser are even greaer and
miwre {arreaching than anyching simple imegrasion bas provided up
il miwe

Unification solves many shorcomings thar exist with integra-
cion: [nrsgraved syseems require kagging inm the separate sys-
tems b program coordinasd responses 1w system evenis. Faillure
o program cither spstem properly can resule in unpredicrable
resubis and neither syoem can detsct the programndng incen-
sistency and warn the user. Technical supporr teams are often
oot able re resalve the problems efficiensly because they ane no
aware ol the inconsistencies, thus inoreasing, the il cos ol
ownership and syseem downrime.

As long s these systems are kept separae and joined oaly by
incegrarion, there will alwars be v differens road naps with ran
diflerem apendas.  Only when you stan wothink abour these tan
applicatians as unified do we creae s value o the endouser and
the installer.

IT'S AN IP-TO-THE-DODOR FUTURE

Pallcoawing a similar |:q.||.|| o evolmwon as 1" vidsa, [P oacces
contral is new geining wider markss accepance and is being imple-
memed in some al the |JI|-|_|:!||1 new installaioms workdwide as well &
in revrabic inscallations.

In ehee banure, unitied pladcoms will prow ima powerlul solinions
when combined with inbormation security, basiness conrinuiry plan.-
ning and dardconvene anadysis,.  When the taditional das from
access conerel becomes highly saidable, wsable informmrion on the
nevaork, we will see wenendous oppormuniy e make emiploy-
ees more elficient while making the business environment saler.
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